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Bitdefender enterprise

Agenda

1. Bitdefender at a glance
2. Bitdefender’s technologies and industry recognitions
3. Bitdefender Enterprise Solutions

« Gravity Architecture
— Security for Virtualized Environments
— Cloud Security for Endpoints
— New Enterprise Solution (Unified Security)
* On-premise Business Solutions v3.5
— Client Security
— Servers Security

4. Technical Support and Professional Services
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Over a decade of innovation

« 1stantivirus product with intelligent updating

« 1stantivirus product with application firewall

» IST prize for MIDAS, “set to revolutionize AV design”

 Linux Samba 3£ CHA O 2 antivirus A|Z XX A3}

 New hourly update system from Bitdefender

* New “Behavioral Heuristic Analyzer in Virtual Environments” (B-HAVE)
« Active Virus Control (AVC)E £5t 0|29l HIO|2{A Q| MA|ZE ZX]

« OJL ZAEHZIEZ 60X0| A7H0| 7}=3t Fastest online scanner

* New Gravity Enterprise Architecture for highly scalable services

« 1stVMware vShield 5 integrated solution for virtualized datacenters

«  Gravity Architecture0f 7|2+t Al 2-& Cloud Security services
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Bitdefender multi-layer protection

Certified antivirus engines

CtFst 4~Al 42 o] Bitdefender?| antivirus scan engines2 M =X 9| antimalware 0] s 92 QI5| ICSA
Labs, Virus Bulletin, West Coast Labs, Checkmark @t Z2 52| 91ZF 7|2t 2 £ H QI B t&L| L}
Bitdefender= Ct2 1 242 CHYo g|Ho| £&=F & EQF MH|AE K& eHL|Ct: Antivirus, Antispyware, Anti-
phishing, Trojan / Rootkit detection, & ¢! EtX| 7| & Z&= 27 7|52| 0|= 7|9l B,

Antivirus - signature 7|Et9| detection 7| &0 3}, Bitdefender= ZA=E LA 7t& AREHE 71s5t=
heuristic detection 7| & N30 R = mteit AEE 201510 LI EE RO L|CE 0|2t 7| =& QIS
zero-day2l 2| X|X| g2 [0 Cisl @ 7E =0= TS| =2 X823 LIEILHA E Lo

Anti-Spam — 22Tl AT ALO|E0f CHSE AFA| €G] 0| E blacklists@t whitelistsE At SO 2 M, Bayesian B H &
soff YHQ AMEEHE 22[5l= HES XSS ECHE layer of detectionS M|S g LICt.

Antispyware - Bitdefender Client Security= modifications, file scanning, cookie control, URL filtering , content
inspectiond}= registry £ D L|ESt= 5742 ZEHE 7|HE S38) 0|0 &%l spyware?} adwareE EHX|StD

o 245tof @[ F = HIO[E7F O] LE7t= S O &hetL|Ct.

Anti-phishing — 7| A =Z 2| YR ELCH 7HQIE Ol =F 2| @ 0| HLCh= AZ 12{S}H phishing sites= 7| & 4|
NHESEREH HEE 4 RO| L Z &= /}ASLICEH =A|Z FH0|E &|= blacklistsQf whitelistsE 0|85}
Bitdefender AF2 X7} phishing sitesOf| = 26tX| 251 A ol HEE FA45I= AS O &gt Cf.

Content Filtering - Content filtering2 £ credit card or account information, report names, client databases, etc
ot 22 APEO| HolE HEVL AL e E LiVtE A2 BAY = JAS UL

Firewall — At X7} HOHg0| gle 4 HERJAE 0|8510] 2F0M fF2= XS & M= 2|Ate] &
BiglHO 2 [ O|AF EH o HHX| 23FL|C}. Internet blocking and access by IP address, application, port or protocol
1t Z+2 Granular settings= flexible configuration optionsO| 755} A StHA LH2E & A o| 20| CHsH x| 4+9|
Hots RX|gL o

ol

F

o el
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Bitdefender technologies

B-HAVE — ADVANCED HEURISTIC DETECTION

Heuristics= AFEH7F {10 X3l UZ 82 A =FE FOtH 2= ArH o2& 1 BFX| 2| & :

7| =2 B K| W2 signaturesOf 2| &5t QU= LICE O|2{ ot signaturesh HA| I E MES0f A

SO0t CHEH X O] 3 E 50| pattern-matching 2 £/l antivirus programs=0| AIE25H= A QL

Ol2{ot o EX|E 2 signatureE M M5t=0| A|Zt0] A2ICH= A2 E antivirus Y M| =

HEZ K FStLD signatureE BHE 0 1 signature S AFE A0 A 2 O{LHOF St= A /LIt — O] O]
C

0L
o
12
0X M
KO-
[

=
UM S AEZ L0 AR E LHMA|Z| = & L|LCE Heuristic detection = signaturesO]| o|&gtL|CtOF Ci=5t
fingerprint O| 49| Z4© 2 O = application0| &M O|Ct= ZdS X|A|SF= A K| behaviorsE specify o=
signatures/LIC}. 0| 242 O T2 1S Cf2 T2 12 &}X| @ OfH actiong 27115}
A|ESH7| 20 20| 7t /& L|Ct. heuristic scanners = Ttt#=3| pattern-matchingQj| Bt O| =3S|X| @10
dsH E8= A7 M Z0f signature (F, fingerprint) 7} OF2] LI X| Ri2 M 22 0[24e| &S HXIotL
Keteh = A& L O

B-HAVE = BitDefender?| £3] 7|=2 2= heuristic EHX| ARIQAL|CH HAEEHE ES5H7| {81
BitDefender B-HAVE heuristic engineS ZE gt heuristic scanners LHE &2 AKX AEEHZEEH 2E G|
Z 2|l (sandbox0j| X&) 7h4f 2t Z 0| A code”t MW k|= & applicationO| 7t55t= AS Al
delayA|ZIL[Ct 1O Ch20f 2| dlEl= BS0| YAE X R=CtH, AFE = oS applicationsE HHEH =
TSotA ELCH BHHO[, o pl k|l = dSO0| HALH, AREH= T T2 AU S XESIEF X[AE
2 LT O TA| 20| == = Qtof| O] FO{X|O, A& 7| M Z 0 AFEXIZF =77 AL ARE 2

—
ds0le 2282 0| Slg L.

o = [

0ot
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Bitdefender technologies

Bitdefender AVC - Proactive and continuous real-time protection

Bitdefender AVC (Active Virus Control)=
HACZ MZ22 XA f[ed= HXI5t=
heuristic methods& AtE25l= SAIEO0|H
MEXO| EFX| 7|= LTl A|AE! AMOJ| A
tSots 448 Z2MAE 2ELESHH

'LLE:I.EH Ol AE oElE ) I' :I_E_l n E __él:O'”E Signature Heuristics In Active

o - Based Virtual Virus
Ol-A-I 0 E 7EI-% OOH%%% legl ?j!7-” -'.;l'jél'%l' I—l I:-|' Detection Environment Control
of &l 5| £ BEO| EHX|E|P sjet me 2o

IofotCt MAELCH M A|AE I mpUATHS
2}0I8}= C}2 heuristic 7| &S 1} 22|, Active Y e
Virus Control2 A|AHl A0 EX|St= =0t - ‘
Application0| £=&dist= 2= A S a4 B LIESHL|C}.
DLHEZ ZZ M A A0 DLLE S5l O|FH{X| =4 A Zto| = M| ADOfCE OH—fOI
A X7} ﬁi)\ﬂ’\ A "PS &2t Z0| otCh= o|0| YLLt. O 7UKI A= B0 280t AR =
=510 Auis 9oe Belol X, AHE Z2 A~ Hejo] wat of me A ATt 4o
sE= I3H710IE E] 7<| Aye off & L|C.

o -d= = 0=
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NEUNET — ADVANCED ATISPAM TECHNOLOGY

Spammerss2 ZHE 23|517| ot Hust =S
Bl SR AED CHYS 00 Y “‘waves S S
2M80] CHS HO| spam waveOf HtESA| E L|C}.

JNetstL|Ct YHlM o 2 0| 2{et A=2 O| X
|0{ spammerS 2 Z} wave OCH &8t HES

NeuNet2 A 0| A| X| waveOf pre-trained=l & & 9| neutral networksE A& 3t “intelligent” spam filter

QI L|Ct. O] networks AtA|= ZtE |41 Q| spam wavesE 0|25} Bitdefender LabsOf| A trained and updated
T RAEL|CE O] networks= A=A 9l filtering layersZ 7| st & SN O 2|5l HA|X|2EH
A HAIX|E T+25t= O B 2otH, O[d AWO[LE M7t 22 F AAE 105t AT S A0
OtotEl A 7 ne| & et d=2de 2 FE5| L= subsequent layers§ Zgtot | 11o| HEQ|A & L|C.

pre-trained neural networks2| st7tX| Ef&lst 2M 2 training setl| = st ZHH| 0 2|0 s|ESt= A 22 email
spam= T2l = s=HYULICH CHE Stihte 012 20| R0 legacy rules-based filters Lt I i = 7|

7| s3stCt= Zd L C}. Bitdefender 0 ZHA} Z4EE{ 0| A{ 7} OFL| 2} LabsOj| A training0| O|F X X|= 0| Q= &
X M2 CIE o|& IEQH O42 Ms (training is quite processor-intensive) 1} 2 (the Labs can
gather and classify much more diverse and recent spam than any one client machine could, making the
training that more accurate) [ 2 ! L|C}. Spammerss2 ZHE 22|617| ot Hust =3 A&
L CH et o2, oj2fot WS O|FHo| 2 ASEHCE ME2 Chkeh O|H Y “waves™E =EISHA |
spammer== 2} wave OtCt 5ot A5S 24010 CHs5 B12| spam waved|| BHFSHA & L|Ct.
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Bitdefender today

* The #1 Antimalware Security Technology in the world
* Ol=, =, Y2 8 7|23 SA| =11 F=H!

s 50| HOLARK| 7} AFE SH= 7| =: F-Secure, G Data, Qihoo, Bullguard ,

IBM
= 187 2] Virus Bulletin Antispam M XS HEOF =ASH L 2 SH H OF
2| Af
. Bitdefender9| =2 MMANBESE 4 HO| AFEXIE X[Z{L2
AA =] Ll El-

= 207 O|Ato| O 2 & X| 3}

D 8. . i AV cimpx  redhat

Z7 RN
ALLIANCE

vinuhincam virusbtn .com REVIEWS
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2l 53 Hot 7l

On average, Bitdefender
detects and shields
against 120,000 new e-
threats per month and
adds over 4,000 new
signatures every day

BitDefender Internet Security Suite 2011
Norton Internet Security 2011

Kaspersky Internet Security 2011

F-Secure Internet Security 2011

AVG Internet Security 10.0
Bitdefender customers
get around-the-clock
protection with more

Avira Premium Security Suite 10.0
Trend Micro Internet Security 2011

Avast Free AntiVirus 5.0 and 6.0

than 16 updates per
day, or nearly every
hour

McAfee Total Protection 2011

Eset Smart Security 4.2

Microsoft Security Essentials 2.0

<

The only vendor to
score full 6 points AV-
Test in Q1/2011 against
malware infections and

the winner of “Best
Protection 2011” award

BEST PROTECTION 2011

AV

AWARD

BEST PROTECTION

[
Ararret Secir ¥

AFPROVED
Corporale
Product
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Protection against malware infections, Q1 2011

HEEEEN o
HBEEEEL 55
BEEEEL s
1 [ 1| | BEEE
SEEBEE s
BEEE ) o
] |1 DR
11| BISSIERT
1 | e
1 | I
|| DI LT

AV-Test, April 2011 (http://www.av-test.org/)

ATEST
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VBSpam award in every single anti-spam test

 Bitdefender analyzes and issues protection for 5 million
spam messages every day, or about 35 million per week

 Bitdefender has continuously ranked top in Virus Bulletin’s (VB) tests for
SPAM winning in September 2012 the 215t VBSpam award in a row

100

99

98

97

96

95

94

< 5 RN ) A > > o N < < S A N 3 S N N
xe“be & &S & ,é‘?f"@ & & & e ef°$ & & é‘@ &
S & éé Q}\oo ) %\,'b \:\ok Qg‘? $§ 'bbe <<o‘ ??y (&o ?‘.\Q’ \@t—, Q¢ $® x(go & '\o’b
& ¢ g & AR AN N
0\5 (‘\\-Q’ <</ @e b %\Q
v Q2 \\Q’ g <
& < 2

Virus Bulletin VBSpam September 2010
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CRN: The Best Security Product of the Year 2011 Award

PRODUCTS Bitdefender Business Solutions 3.5, December 2011
m AV-Comparatives “Seal of Approval”
2011 Bitdefender Business Solutions 3.5, September 2011
@ Virus Bulletin’s VB100 Awards
Bitdefender Client Security 3.5, File Servers 3.5, Samba 3.1.2
100 | [veriFiED| _ .,
Virus Bulletin’s VBSpam Awards

virusbincom ] Iviusbtncom ] DBitd€fENder Security for Mail Servers 3.1.2, September 2012

l Compatible with
b L
re ™
CEH.TWIED FOR ®
Windows Windows=7
Server=xosa2

CITRIX READY MICROSOFT CERTIFIED MICROSOFT COMPATIBLE INTEROPERABILITY
XenDesktop, XenDesktop for Windows 2010, 2008 R2 and with Windows 7, CERTIFIED
Security for Virtualized Exchange 2010. Security for Client Security 3.1.9
Environments (April 2012) Windows Servers (December (December 2010)
2010)

Business Solutions v3.5
(December 2010)
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Bitdefender Enterprise Solutions

« GRAVITY ARCHITECTURE

* Cloud Security for Endpoints by Bitdefender
«  Security for Virtualized Environments by Bitdefender
 New Bitdefender Enterprise Security (to be released in Q1, 2013)

 (ON-PREMISE) BITDEFENDER BUSINESS SOLUTIONS (v3.5)
 Centralized management
 Endpoint protection
- Bitdefender Client Security
« Bitdefender Antivirus for Mac
» Bitdefender Antivirus Scanner for Unices
« Critical Server Protection
» Bitdefender Security for File Servers
« Bitdefender Security for Samba
» Bitdefender Security for SharePoint
« Gateway Services Protection
« Bitdefender Security for Mail Servers
« Bitdefender Security for Exchange

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Overview of the current business solutions

Primary Target Market

Bitdefender Enterprise Solutions

On premise solutions (v3.5)

Enterprise/
XSP

Cloud Security for Endpoints

Security for Virtualized
Environments

New Enterprise Security ***

* Service hosted by Bitdefender. Also, may target larger organizations with geographically distant sites or remote workforce.
** Vlery Large Enterprises and Services Providers can host their own Cloud Security Solution.
*** New on-premise solution, to be released soon.

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Bitdefender Gravity Architecture
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Bitdefender Gravity Architecture

Gravity Architecture= Bitdefender Enterprise security solutions 2|
oE|Xteo 2 At = A MH S 7+ platformE A& 57| ¢l BitdefenderZ}
Thst SE3 oAl 7|20 Fetk Lch

—_ 1 71 - ~1L=

Gravity Architecture= J12{3t 7|8t} cloud / 714t 7| =S %|CisH 0| 2510
MA | S Bitdefender 7| =2|MQl / 7149l El | R HIQ 214 510 B =
A0 Hgtet Hot £E M0 MH|AF HSE = JEF platformZ

NS gL Ct.

Gravity Architecture?} & X =l Al 2 2 Bitdefender 7| g€ &8 &5 M2 02|
et =202t Ll St et T StLES| console= 1178 needsOf| L& ==
A& L|C}. EESEH, Gravity Architecture= securityS service (SaaS) offerings,
Bitdefender EE= service provider”} hostingSt= public cloud solutions,
=/ 7| Y& 9| private cloud deployments£ 7t 5}A| g L|LCt.

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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CLOUD COMPUTING

Cloud Computing 0/2F?

22491 7|2, 2ZES0], HBIAE ABSHE AYLICH AEAS S
XNl & &l = computingO|H on- demand computing ! L|C}.

- OIH Y ap A M E A& 5t 0| O|E 2 applicationg & X|St= computing
technology ¢! L|C}

- 2X|SFX| R0 applicationsE AtEE = UFLC
- Cloud resources= Z 32t 4202 X| &&= (on an as needed basis) A{H| A QI L|Ct
- L 2F2| computing resources—= web browser?} Zt2 user interfaceE Sl & 2ot=
7t QIO HZ28H sg & LTk
- L+ =2 applications| 2t &/ 0f| Cff 35t= M Aot & & LT}

- HETHIT XS GH[SHA| g CHE EH ot applicationg AMEE = U 8f = LICH

_'_

-

“It Is an Internet infrastructure service where virtualized IT resources are hilled
on usage basis and can be provisioned and consumed on-demand using
standard web-based interfaces”

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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The 3 Cloud Computing layers

A
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~N
SOFTWARE
(applications: ERP, CRM, HR, etc)
end-user
y,
~N
PLATFORM
(programming language, OS, data base)
developer y

INFRASTRUCTURE

(servers, network connections)
business

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Cloud Service models:

laaS (Infrastructure as a Service)
Cloud infrastructure services (%, "Infrastructure as a Service (laaS)“)= 7|43} 2H4 9|
platforme 2 94“E1 infrastructureE M| 28HL|CF MB, AZEQ|0], OO E M E 2| space,
4293 &H| S TOjSHs ThAl DA HHS| OF2AMEl AHARN 123
resources= FL0St= Zd & L|C. A{H|A H|-E 2 utility computing basis2} At 5t
resourcesl| 2HA E 7|Ete =2 FA5HY| 0] H &2 &N AFEZTHS HEESHA| € L T
0| Zd-2 web hosting1f virtual private server offerings?| Xl 2}=l Lf-E0|H O| 2%t
infrastructure= &H| £ AKX 2 FLO01SHX| 2O0tE = Y L|LCt.

PaaS (Platform as a Service)
2NN Z€2 computing platformO| QI UlS &9l AMH| AL = Zd Y L|LC}

SaaS (Software as a Service)

OlE{ull 2 E 3| applicationO| A|H|A E|= 42 2 SaaS applications.= 11280 Z4 ZE{ 0
MAS LOE Np{0R AN T T g&LCt

SaaS software &2 A= AAI=2| web server(j| applicationS S2{=HLt 1124 9|
C|HO| A 0f SHE applicationg uploads}t™ ElL|C} SaaS &= & M| = Application Service
Providers (ASP)2t 1 & 2 EL|C}

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Regular computing

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Cloud computing

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Cloud computing features

« Massive elasticity and scalability

* Improved performance

« Self service based model

« Highly virtualized and standardized infrastructures
* Inexpensive to purchase

« Consumption based billing (Pay-as-you-go)

* Free applications — wide range of users

« Higher trust, utilization and efficiency

* Reliable instant services

« Accessibility from any location connected to the Internet
« Multi-tenancy

« Simplicity and easy maintenance

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Cloud computing benefits

« Higher utilization at reduced cost

 More applications delivered to a large # of users

* More simple and efficient IT and software management
 No need to update or install software or hardware

* Very few parts to wear out

« Ability to work flexibly from anywhere — remote accessibility
* Instant access from any browser

« Unlimited usage

« Easy to maintain and update

* Cloud computers are more eco-friendly than a regular
computer

« Security
 No risks

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Regular vs Cloud computing

Regular computing Cloud computing

SET-UP TIME

days to weeks

minutes

costly (high capitals), high costs for

COSTS servers acquisition whether used or | no upfront costs, pay-per-use, servers
not rent based on usage only
Data center with security
Cooling and power supplies INTERNET CONNECTION is needed
Servers and storage
0S I|c_enses No servers and hardware required to be
Security and software patches bought
Software upgrades g
. No more boxes
Equipment upgrades No more rack space
WHAT YOU | Downgrades No more costl IC()en il’qeers for support and
NEED Backup power supplies yeng PP

Development, Staging, Production
Fail over

Disaster recovery

Rack space

Support

Maintenance

Replication

maintenance

No wasted resources
- Security

- Reliability

- Scalability

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Bitdefender Gravity Architecture
714312} cloud computing 7| = 2| 2ot M-8 -2 Information TechnologyZ7F ({&E A| ME L0, AL H
AH|E[=X0 222 7HM A M2 2ot H2E2 222 oA L L

«  Virtualization 2 Z|22| O|O{H ME, S7I5t= At ARE, A|AH X2 28 SOf Tist 22
SHAE [HSHS L O

—_

HolE O

B

Cloud computing 7|=&2 112 XI5 on-demand &=, computing AFEXI= 9|

S
gds 7tsotA ot /L
2 or2 of THA S2tMOF &0 IT Bol/HMELE FMLIVIA Holsl= Z2MES HOIEH & S| dotX| 1
45 5= UAA SHoF gLt

Gravity Architecture£ = d| Bitdefender= security solutions2| I 2{Ct &= H

security solutions= cloud computing?| EX N M E =2 S&95| 28510 ZH A =%
platform& H|-& 35} cloud computing?| 2= levelOf| Al 29t 7+s5HAH gL LCt.

« Bitdefender= security solutions= Cloud Security solutions (SaaS offerings)2} infrastructure level0f| A
Mo "ot x| Zo| JhyetEl HO|HME EotS 7Hs5HA gLt

« Bitdefender= security solutions virtual container£ 2235} 0 Service Providers (xSP’s)2} Very Large
Enterprises (VLE’s)0{| /| turn-key solutions& 7t} 4| €t L|LCt.;

 Bitdefender= security solutions= 02| T2} IEHSO0|H E0{™H U= E2|H / 714/ 2HY 3t
P EE CHStLtO[ console2 S8HE 22| E & = UA L L

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Architecture for public, private and hybrid cloud

Gravity Architecture 7| 8N &M 3 7tX|:

1. Public cloud (2 - 100 endpoints &~ 2 7| €KX &)
2. Private cloud (Z/C12 7| A2 1 7 AIO|E&)
3. Hybrid cloud (Z/CH2 7| ¥ M| Ct=F AFO|ER)

HYBRID
CLOUD
SECURITY

SUBLIC PRIVATE
SECURITY A SECURITY

By,

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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New Enterprise-Class Business Solutions

Security for Virtualized Environments (SVE)
« 7tAr3} Windows, Unix servers, desktops= 22

« agentless antimalware & © £ VMware vShield 5
Endpoint?} XX 2 S3t

«  Citrix, Microsoft, 7| E} CtE 714t 2HA7X| 29SS
st

Cloud Security for Endpoints

. laptop, desktop, server endpoints7/}X| E < S} H
=

-  enterprise-class endpoint £t AH|A K&

. 2 = endpointsE S0 Al 22|

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Cloud computing and

Virtualization Success Metrics

Improved resource utilization 51%
Reduced operational expenses 51%
Reduced/deferred hardware capital expenditures (i.e., less hardware o
required and/or useful life of existing hardware extended) 43
—— ® ®
ira ItIonal- 2
Application uptime 42%
-Anti-Malwar n
. virtual tham physical serve v e - 41%
Improved backup and recovery windows
Application provisioning time 29%
Reduced RTOs (recovery time objectives) and improved RPOs
(recovery point objectives)
30% 40% 50% B0

Ref: Enterprise Strategy Group 2010
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Virtualization Security Challenges

AV storms

E
Vulnerable local agents

I ®
(" Xen 7

vSphere
Boot latency , \

Hyper-V

Server sprawl

y

Outdated AV on VMs
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Issues with traditional antimalware approach

VM &0 ?Xlet 8=& 92l antimalware
clients

= 2 F0A VM 22
& S client2} %"Il%‘U

= Antimalware engines,
databasesJt ? Xlst =20

Traditional approach

Enatures cache
|:|. I.I N |__| |:|.

Potentially available resources
with Bitdefender

= A, ot=CIAF, HIEZ2l, CPU AHEDO

, Elﬁgll =7 400MBeF B2 2

tssl e [ °
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Issues with traditional antimalware approach

S& HIIAIZ2E 28 Al E0F St
. HEO BHAIXNIE S scanning enginesdt signatures database & Al 5
~ 12 =29 28 4| Al2H0| EReLICt
= [LSH 28 Al HOHI0IE WE= &CIotHAN =t =2 EJF el Ch
2> 0| A2t s 4D SAot=0 8| AEl2 Y0t
UAN =
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Issues with traditional antimalware approach

ArE Bl E = Al

U0

VMOl A XD /= antimalware c||entEO| SCSAE K&
o)l IH20 SAEJN MAE A2 AISE = 240 A&E2
F

HOICH S AE2Q| Ofdet

1[0
i

Sk
VMO & XIE AV clientdl S Al 0] A2

0x H P>z HO
olr N &2 00 rin
ol

= AV clientJt S Al0l =0FX| 4
= VM WEW AN &X&EC 8= Mot &4

-
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Issues with traditional antimalware approach

VMES0| AEI0IES SA0 2R s

= MNMEXMOI gantimalware &F & =& antimalware signatureset M3
ANYOIEE FINEOZ RIS

= 2E VMOl EXI= Antimalware agentJl S A0 2 HI0IEE D
& x| &
= O|ZH SAlN Aot &Xl= olEANH X0 =22 JrerLICh

> HEIY NI AR T SHUM £

=>» Significant performance hits

J

Qll
U
Bi
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Issues with traditional antimalware approach

. 212 A X5 U= antimalware cliente S S2 0 A &2lsots 210]
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Ot L| C}:
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Issues with Traditional Antimalware Approach
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Issues with traditional antimalware approach
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Introducing Security for Virtualized Environments (SVE)
by Bitdefender

Leading the way in virtualization security:

v" Only hypervisor agnostic vendor: VMware, Citrix,
Microsoft, AWS, Oracle, & RedHat 7} 22} platforms X| &

v 723} Windows, Linux, Solaris systemsOf] & atat | 2 9|

—
ST EFUH

v" Amazon Web Services (AWS)2} S50 Wmdows
Linux AMI instancesOf X£|XM 9| EOtAMH|A S K| &

v scanning 7| 2| U= 2 CISH Higher vmware
server consolidation: 22| & s A E 2 vMm X|CH c':;:d bl
30%77|-X| %7|- y ALLIANCE

v A AR Q| XAt =E Q1B Improved amazon
performance
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SVE by Bitdefender — Overview

Bitdefender?2| Security for Virtualized Environments (SVE)= Z& 20|
HO|HMEZS 7to] &2 &2 sgaEs 7Ag = UA=E 7hd 2480
EotE HotE MS gLt

VMware 2t-Z0] 2X| x| SVE= vShield Endf int= =8 3,=,H_| C}. &}x|at,
SVEE 7PA 7|2 0] QE38X| gFom; of= JHY 7| L0 = 744 stHS
HookL|C}.

SVEE= linux AHOJA SZEHs= Securltyl Virtual ApplianceOj| Al & A| &|H
Bitdefender Security Console0j 2|slf £t2| &l L|LC}.

— LS = —

SVEE= HE2 271 7%%% 21210| FE|H D AEY EXlSt= & Security
Virtual AppllanceOﬂ AN E2X Y SSEI=3} otL|C}.
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Centralized Scanning Functions

. BitdefenderQI =E5} -
Architecture= & A7|d
lIsEe SYHTAHE =
QAEE CI;II- L’l E'l- Potentially available resources
with Bitdefender

= OlH 7|s=2 elsA 7[tHte]
virtual appliance0f A
SYHUSHE H2EN,
Bitdefender?| &2 M2
HOIE, A7ld, &elet ypenvs:
ZtHEl  antimalware load& e -
SiEoz MATLILEL L : AL :

= non VMware vShield 2t4 0| A{ = centralized Security Virtual Appliance
(SVA)Of antimalware processing= offload= o= VMs Silent Agent
X7 2L T
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Centralized Scanning Functions

. 7jd ATIo| svA0| 25|02 S8

CHZ| Al 2HO] Sl LI
> _lfl_%l A|I7_|-EO|-O| EO}JHHO' A%
» 0Sboot O|F ZA|VME AHEE =

Ojo

= virus signatures= snapshot= Al F| ot
A ZHCH 2 £ =2|X| &1 snapshot2 AtR T

A Ol O
T AT+

» Signatures—= SVA(Q{| 2t € O| E & A

cfeRefcfe

= antimalware processingO| SVAO{| A{ Tt
ZOLE7| =20 O] 2ot & & 20| AV [

storms= 2= = U2

H

» Significant performance improvement

= non VMware vShield 24 0| A= VMsO]| Silent Agent A X|7} Z QotL|C},
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Centralized Scanning Functions

» S U2LE caching mechanism (2%l .
I} 2 £ 9| database) 2 2 QI8}| Z+zto
VMEE of2| X3 22 0jYg

2Id5te =M E e+ US

> Ztzto
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= guest machinesO| security footprint=

L7l 7] O 0| A O] O
Hle AL+ U

H

> VMZAEO|A el vmeE C|A 3 F7t: 15 MB |:
/ non-VM 2t 4| Ao vmeE C|A 3 &7 60 MB
> VMSIZO|AM o vME T2 2| 27t 20 MB
/ non-VM &t 4| Aol vmeE M| 22| &7 30 MB
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= 7|Z29| LUt Ol endpoint EFME2
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Architecture for agent-less protection in
VMware Environments with vShield Endpoint

= vShield Endpoint=
Bitdefender?} X| & ol= X &
secure virtual appliance 2
antivirus, anti-malware agent
processingl| £ &S
' 4 LT

= hypervisor L0 A I} ¥ =2
2SS dAGt= 7|lsE

H|-235}0] Bitdefender SVA=
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EPSEC APIE 59| vShield
Endpoint2} £3}0| 7554

ohL|C}. & &1 ™ 9l anti-virus
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SVE in VMware environments with vShield

Security Virtual
Appliance

On Acces Scan
On Demand Scan
Silent Agent
Remediation (optional)

Caching & Filtenng
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Architecture — Multi-Platform approach

= VM Silent AgentE TCP/IP &
=6} anti-malware
processing= Security Virtual
Appliance £ offload g+L|LC}.

= SVAZ} local Silent AgentQ|
caches= | ES|3 85}
Z| A2} gL}

= O ThyE 2rE
H=0| 7hsg .
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Virtualization Environment / Hypervisor compatibility

= VMware vSphere 4.1 Patch 3, 5.0 Patch 1 (incl. ESXi 4.1, 5.0) for vShield
Endpoint= LI& WWE0| = ERELILE

- VMware vCenter Server 4.1 and 5.0, VMware vShield Manager 5.0, VMware vShield Endpoint installed
from vShield Manager on the host/hosts

- VMware Tools 8.6.0 being released with ESXi 5.0 Patch 1 in complete mode or vShield Endpoint driver,
installed on all VMs to be protected

= VMware vSphere 4.0 and less for Scanning De-duplication Protocol integration
Mok EHE 0 A A& &= CHE ot0lIH 8Ol A

= Citrix Xen Desktop, Xen Server 5.x, 6.x with Xen Hypervisor

= Microsoft Hyper-V Server 2008 R2 or Windows 2008 R2 (Hyper-V)

Ltz CHE &0l A X XI& & LIC:

= Qracle VM 3.0

» Red Hat Enterprise Virtualization 2.2 and 3.0 with KVM

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Supported Guest Operating Systems

= JhAs} 24 0| HOtO| X|28t= OS:

—

Windows Vista (32bit), Windows 7 (32/64bit), Windows XP SP2 (32bit) or
higher

Windows Server 2003 (32/64bit), Windows Server 2003 R2 (32/64bit),
Windows Server 2008 (32/64bit), Windows Server 2008 R2 (64bit)

Red Had Enterprise Linux / CentOS 6.2, 6.1, 5.7, 5.6
Ubuntu 11.04, 10.04

SUSE (SLES) 11

OpenSUSE 12, 11

Fedora 16, 15

Oracle Solaris 11, 10 x86

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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SVA / SCA (Database) Requirements

= Bitdefender Security Virtual Appliance A X| #&F AP

— Processors: 2 Processor(s)
- Memory: 2 GB RAM
- HDD: 8 GB
= Bitdefender Security Console Appliance & X| #HZ&F AFQE:
— Processors: 2 Processor(s)
- Memory: 2 GB RAM
— HDD: 15 GB thick provisioned disk

= Security Console0f| 22 732t web browser:

— Internet Explorer 8+, Mozilla Firefox 4+, Google Chrome 8+

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Traditional antimalware vs. SVE

= Host running 72 virtual machines

m Local cache and server cache used

0)
a7 M CPU mMemory

~ — Memory impact= X| A 10% ZHA
- —CPU impact = X|4A 30% &4

Traditional AV ~ EPSEC integration EPSEC integration Silent-agent
+ Silent-agent
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Best performance in front of top
virtualization security vendors

A0 Li2 = 4 719

A
*.j%OI VDI 2t4 0 Ot
2l

- Bitdefender E (3
Ao HOoF £ 2
|

dsk2 O|K|=X| HAE &}7| —,—|oH Login
Vlrtual Session Indexer (Login VS)& AtE
W& L LY.

Login VSI= VDI 2t4 0| A 2] M ™ 2l user behaviourS
snmulateo},_ AL —’..f— VDI benchmarklng toolO|H script loop
O| HIAAE workload LHO| A S&HSH= EX AR X}9
operations Et2 A|Z2HS =X SHL| L}
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VSI Login results for SVE — Multi-
platform

7000

5892
6000 5686 9794

4929
5000

4000

3000
2149 2235 213

1988

2000 1543

1000

Baseline (ms) VsiMax Dynamic (ms)

No AV M Bitdefender SVE - Multi-platform B Bitdefender SVE - VMware

B Trend Micro Deep Security W Kasperky Security for Virtualization ® McAfee Move
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VSI Login results for SVE — VMware
with vShield Endpoint

250

200 194

165
150
100
50
0
VsiMax # VDI
No AV M Bitdefender SVE - Multi-platform B Bitdefender SVE - VMware
B Trend Micro Deep Security W Kasperky Security for Virtualization ®m McAfee Move
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SVE on Amazon Web Services

On September 5, 2012, Bitdefender released the SVE amazon
Security-as-a-Service on Amazon Web Services web services®

 Provides hosted, largely-scalable antimalware, specifically tailored
for virtualized and cloud-based environments

* Meets the requirements of on-demand provisioning and auto-
scalability with high-optimization security technologies

- Integrates with Amazon EC2 to enable centralized management and
monitoring of the protected AMI instances from the Security Console

« Complements (and does not replace) the existing AMI-based
solution offered by Bitdefender on the Amazon Marketplace

Available on Amazon Marketplace at: aws.amazon.com/marketplace

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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SVE on Amazon Web Services — how it works

« Automatic deployment of
lightweight SVE Silent Agents AMAZON EC2
through AWS tagging

« Web-based public Security
Console accessible at:
amazon.bitdefender.net

Security Console

« Hosted scanning servers (SVA),
currently deployed on US-
EAST1 and US-WEST1 zones

» Pay-as-you go pricing model:
hourly, usage-based billing
through integration with Amazon
Flexible Payment System (FPS)

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Security for Virtualized Environments by Bitdefender

= Intuitive deployment and management
- Integration with VMware and Citrix

Optimized security in any

management provides easy vitusizad environment
deployment and management. & 5
5 £ Y
. H rvisor n i & & Patent-pending Qe
ypervisor agnostic gy '\ technologies / » %{of;a
oy o v & ‘ , 57
- Supports VMware, Citrix, Hyper-V, &8 lcrgw Extensive\ %
F& / platform ” \ 3%
Red Hat, Oracle, Amazon EC2, etc. < ¥ / support i >
. S ity f
=  Comprehensive platform support : &R
. . . Environments
- Supports Windows, Linux, & Solaris : ' &
< Agentless /' Eliminates g
servers & desktops. 4% \Antmalwasy _ @ av £
%9 \ storms /| °F
%1_6 ; Full h ; ¥ ,}?
. Clear ROI ‘%%% antimalware / €8
. e 'z,/ \ / tecti 6\.0{}?
- Cost savings on datacenter hardware =% /P& 5
and cooling due to increased ) )
« . . ile system, process an
efficiencies. memory scan
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Cloud Security for Endpoints

) . HOIER|S FAK| L ST TR 8 AHO]
SES ZA7|US fAOZ BTN
SOl TZ Al Hot Bal2 Jhs oA Lt

« on-premise solutions X & QlE{ = 2}0|=Z
HOot ME|AF XM SokA[TE M FX[ 24
H| &t @S| E7F S K| A 2L Tt
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Cloud Security for Endpoints

Cloud Security for Endpoints protects systems using security technology that
has been rated first time and time again.

AAHS ESSH, A 0f | A Lt endpoints X=X} ;LoH HEX| Qt= & ™ 0| M
AFESHY| |2 @IH 1| 0| A @l Cloud Security ConsoleS £ £t2|517| T{=0

AY0 ot=/of 7t 22 oHXA| EE L L

o
g ]

\
B
|

Copyright © Bitdefender 2012 / www.bitdefender.com/business



Pag. 59

Bitdefender enterprISE R A

Main solution features

Local scanning and Cloud-based console

* local scannlngJ_f AT Al 22| consoles AFE SN 22 SHX| Bt
HE=2E0| = % 7| O HO|HA/AERE B 20|
ciSstn Y Lch

+ X OC|0| MLt I =2 7|8 e| H |, AH endpointS
k2L T

o ZEMO| 0|2t A2t Al P E -2 Managed Security Providers
(MSPs) 2} ISPsO| tEF Ck==L| C}.
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Key benefits

Mitigates risks and improves security posture

+ Ats BHOIE, AT ER|0]/otER 07} ER0HK| W2
%O”‘"‘*' Hor 2|2 7| ¥0] A2t H| 8= B E oA ol

Z=L|C}H
¢ MYUSO| WS EOIF D HOL MRS B BRNS
Qof S Lt

« OIX| O{C|ALF HAIZE 22O X0 EOt 7|=2 SOl 2=
A AEIOf Cist EOHAEE =0 & L C}.

Internal Use Only - Do Not Distribute
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Cloud Security for Endpoints — Architecture

—
e~ ————— Endeint Client

The communication between Endpoint Client and Console/Server

==
— : ‘
is made via HTTP (HTTPS) over TCP/IP. SSL is used.

Cloud Security Console

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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System requirements

Cloud Security Console (the web based console)

Internet connection is needed
Internet Explorer 8 or higher
Firefox 4 or higher

Google Chrome 8 or higher
Safari 4 or higher

Endpoint Client (the fully-automated computer security program)

Intended for workstations, laptops, servers running on MS Windows
Workstation: Windows 7, Vista (SP1), XP (SP3), Embedded Standard 7
Server: Windows SBS 2011, 2008 R2 / SBS, 2003 SP1 / R2 / SBS, Home Server

CPU: Intel® Pentium compatible (32/64-bit), 800 MHz (Windows XP), 1 GHz (Windows Vista,
Windows 7), 1.5 GHz (Windows Servers)

Memory: 256 MB (Windows XP), 1 GB (Windows 7, Vista, 2008, 2003), 1.5 GB (SBS 2003), 4 GB
(SBS 2008), 8 GB (SBS 2011)

Hard Disk: 1 GB

Internet connection: Internet Explorer 7+, Mozilla Firefox 4+, Google Chrome, Safari or Opera for
endpoint browser security.

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Cloud Security Console

A central web interface used for installing, configuring, monitoring, and reporting
on the security status of datacenters and end-user systems.

Cloud Secunty Console

Sign in with a Bitdefender account

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Cloud Security Console - Login mechanism

LINK for accessing Cloud Security Console:

https://cloud.bitdefender.net/

= For PARTNERS: Bitdefender 2/ |0|L} CtE OIE L7} A ™E S
» For CUSTOMERS: LtE 47} AH

. OjE {9}

From: Cloud Secunty for Endpoints by Eitdefender <noreply @cioud .bit
To

Cc

Subject New Partner Account

Welcome!

Thank you for subscribing 1o Cloud Security for En
Now you can protect laplop, deskiop and server en
Console and sending an emaill invitation 10 one of
the Cloud Security Console resides in the Bitdefend

Cloud Security Console: oud bitdefs
Login: ale @t
Password: qeLasiud

Copyright © Bitdefender 2012 / www.bitdefender.com/business

11 ZHO| credentials / login 2= O|H| S

From
To

Cc
Subject

2= 0
~Me ot
o= L=

Of ELLt.

Coud Seauty for Endponts by Bitdefender <noreply @doud. bitdefender .net >

New Customer Account

Welcome!

Thank you for subscribing o Cloud Security for Endpoints by Bitdefender!

Can protect Laplop, deskiop and server endpoints immediately
nd send n] an amail invitabon 10 one of the users
Console resides in the Bitdefender cloud, iIt's ready for us stantly

Cloud S

the | ecunt:

Cloud Security Console:
Login: £.com
Password: | PR
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= LC

Sofl DL .

Sent: Thu 11/45/2011

opening the Cloud Secunty
wmithin your organization’s network

Since


https://cloud.bitdefender.net/
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Account (user) types

Partner

= Cloud Security for Endpoints serviceE LCIE 3| Al(end users, distributors or
resellers of the service)Of ZHO{S= 2| A}

Company (Customer)

= HEQTE 23817| 28l Cloud Security for Endpoints servicesS AI3}H=
SIALZM A2 HObAH|AC] MX|, M, Ba|, BLIE|IZ Q/s)A Tt
A& E LT}

DA BERHE R S E20 AFBSEY| Y3) THS 2 7HX] AFES
A Btk

— Administrator accounts

— Reporter accounts

Copyright © Bitdefender 2012 / www.bitdefender.com/business
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Dashboard overview

Cloud-based dashboard= portlet 7 7| 2 T+ =l Ch=ot AFEfHEA| O 2 X
)N

S 1
HEYR0} K|2|Hom BO|N s AO|ESREE|Q] 0f2] J1X| B IMSS E2H5}0]
HOtMH|AS B4 /= HALH[O[MO0[LE A endpoint] £0t 7R S MH9] & =+
ol | |C},
AN H

The security dashboard= 7HQ1& MS O M2 AT = QO MAHZEQ 2o 22X
Cioh 7280l HHE 2oL T

BB Unmaneged Computers I Vulnerable Computers

B Frotected Camputars B oc 0k I OK

Top 10 Dstacied Maksvarm

1
| BB Compuiers with o Detections
B Computers with Resolved Mabsare
4 Detectiors 9= Resolved hems 8= Blocked keme B Computers with Blocked Mabvare
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Managing Computers

Computers Areal= 22| AR 0| Y= ZEE 2|AEES R0 L|Ch B} of 3
S| AH(company)©| A2 2|3t QICHH, tLEo| S|ALE MEst0) 77 of
HAE HEEE 2 5 &L

Here you will be able to:

" HAAaHE A52=E F7

™ 74 E-I 9_'- EOI-A—I Hl A |_H =2 §|-O| * Hptworks Carmpate Name - P o5 Updated Lot Semm

aTr — -_ O /| = ¥ MIH i - 11 (a2 .';| ";l '
¥ Compan?

= EO|- XM XH 3} Ol 9{' H A ¥ Camparg ® bibanng 2B 1131 Windows T Frofessien: ™ 2 manins ago
- O 71 /™ - - O  Gompanyt » s 1010 1640 Vil owd 7 Frofaisi el i
= AISH w Johes Campan w et 182,168 015 Miroson Misdaws 15 Ha 1 month ago
u HHl‘: = % ¥ MyCompany » gz 192188 018 Micrasofl Wnidaws P M3 1 monh ago
¥ Chantd W dsafll 192180017 Migrdasofl Piadaws O Ma 1month &30
- E —' A-I xl_*_l o T Duipat » denild 182188013 Windows 7 Profession Ha 5 manihs ago
= -1 O ¥ Serer w dEnkls 192168 111,138 Micrasofl Wisdawa Ha 5 NS ege
T o dedl BZIANTANT  cosR Windows Sen Ha 1 monh ago
» 01 192168 015 Wcrss Winsows Sen a 1 month ago
w b 103168 1103 Wisdaws T LYK e Yo BsinulEs Bgo
ﬂ Papsl |el2 un 3 - 11 e
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Client Security vs Cloud Security for Endpoints

Client Security v3.5 Cloud Security for Endpoints

- not an on-premise solution
- does not replace Client Security 3.5

Description On-premise solution. .
or older version
- does not require on-site hardware
Cloud (same kit used for workstations
Management and Update : and servers.
On premise :
Server No on-site management server
installation)

HENEIYSEl SR EDTEms: Cloud Security Console and Endpoint

Components Update Server, Console, Business :
: Client
Client
Remote Management MMC Console Via web console — Cloud Security
Console (only Internet access needed)
AGINTS Dlrgctory Yes Not yet implemented
Integration
WMI Scripts Yes Not yet implemented
Audit Reports Yes No
Client Antispam Yes No
Local Backup Yes No
Configured and managed remotely by
Client mode Power user and restricted user the network administrator or Service
Provider
Categories based web No Yes

traffic control

Policy management 1 policy template / security module | 1 policy template for all security modules
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Bitdefender
GravityZone™

Complete, Integrated, Best, Right
Physical, Virtual, Mobile

Single pane of glass into security
Virtualization, Cloud, On-premise
Unlimited, Extensible, Cloud architecture

AN NN
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Bitdefender
GravityZone™

Bitdefender

Control Center
Security for Endpoints

Security for Mobile Devices
Security for Virtualized Environments
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Bitdefender GravityZone

Mobile

1 l Virtual

Physical

GravityZone

N " Control Center
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\\,



Bitdefender enterrrise Slide 73

Copyright @ Bitdefender 2012

Bitdefender GravityZone

Control Center

GravityZone 9| control center= S}L}Q| 22| &0 2 FE|M™, 7ASHEl EHFY
HOotS 22| stL|C}. Control center= S8t =, S ASH web-base consol 2
dashboard?} SH7H| £ EQtat2| 7} 71=SHH E F AFEHO]| CHSE drill-down
HIOMeED *1H|A = M-St

Control center= O}2 2| 2%tk 1 ZHO| 7| A SIAQ AT D20 2= 0 EH%_"’Q
NEE =2 £F9| 22|, on-demand A| =F, =019 endpomtsO1|71|
o &, ZydE MS Lt
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Bitdefender GravityZone

Security for Endpoints by Bitdefender

two-way Bt tE | Al 91 EFX| web access control 1} filtering, =2 9t H|O| B E = 2}
application control 1} 7E:' = |_I O| antimalware 7| =& A5 =02 222

ARE, MHE S L[CE AL F 0|2 Xt S M7 ALESHH, ALE A7t
NUOHA| B = Hote U\Iﬁ.EéI 20, Atsetel Eeots SOl £ E L

Bitdefender = 7| =0| &tZ| A|AH OF| 10 BLEHE A|AETF ASHSEY 22| SHK|
9FE Microsoft Active Directory Of LIEfL}= ZAFEE, A{H EE= EH}FQ C|HFO| A0
At=2tEl HOoF MH|AE KNl&=SF L Ct. E-l:-;Ol BitdefenderQ] proprletary endpoint
discovery+= Microsoft Active Directory 2| A E Of LIEFLIX| &= C|HIO|A E =X| X|
R E oL C]
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Bitdefender GravityZone

Security for Virtualized Environments by Bitdefender

|r

Windows, Linux, Solaris systems 7|EFO| 7}AMSE MY, AT ENS E S 5t= 7FAS;
H O MIE{Of CHot Z[Z=0| Fet 2ot &£F MY LT =[] 7|=0| &A=
Bitdefender®| SVEE @ =2 9| A=XMQl 7145} O|O| B MIE{ 2| £0|5t
QA Cf3E S?'E 589 - dotA S LT

Agent?} §l = E QA H| A S L 2tSt= VMware vShield Endpoint 5 mtegratlonOﬂ
S0, SVE= O[St 7|-“2} platformOj| A{ & antimalware process=
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Bitdefender GravityZone

Security for Mobile Devices by Bitdefender
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Bitdefender Client Security

Components:

et

Database

Update Server Management of all

, client features:

Console

= Antivirus

= Antispam

= Firewall

Business Clieot = Privacy Control
= User Control

= Update

N BitDefender
Agent

BitDefender 4
Agent

Business Client

N License key:
Business Client The license key will be generated for the
number of managed client computers
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Bitdefender Client Security

= Centralized Administration, Protection and

Control of workstations inside a network Considerably reduces
: i 44 administration costs for
» Business Client (x86 & x64) Add-on networks, ensuring centralized
« Server Add-on management of the antivirus
= Policy based management system protection in complex

networks
Use the integrated WMI scripts

= Master-Slave extensible architecture

= New station automatic detection and
deployment

to access, configure and
monitor Windows resources.

= Integration with Bitdefender products for
Windows and Linux servers

=  WMI Scripts
=  Network Audit

= Real-time status of the server and clients
presented on the console Dashboard

= Graphical Reports
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Bitdefender Client Security

Master-Slave Architecture st deiond

CENTRALIZED
MANAGEMENT

/IVIaster Mgmt. Server

Remote

Office A Headquarters

Slave Server

Regional Remote
Office Office B
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Bitdefender Client Security

Master-Slave Architecture

Slave Slave
Management Management
Server Server

Master
Management I S
T

>
Server .
B

;‘F—’ Headguarterx
(&
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Bitdefender Client Security
Bitdefender Business Client

= Real-time Antivirus and Antispyware protection _
Complete protection for

= On-demand Antivirus and Antispyware workstations, ensuring

protection clean accessed files and
=  Firewall received emails,
« Automatic Network Detection and Configuration antispyware protection,

L antispam filtering and user
» Application Control > 2

« Stealth Mode
= Antispam

control.

Outlook / Windows Mail / Thunderbird integration
(Bayesian-, Heuristic filter, Friend/Spammers lists)

= Privacy Control

= User Control

= Backup (local)

= Power Mode / Restricted Mode
Restricted mode will allow the administrator to
maintain the policies he has enforced
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Bitdefender Client Security

System Requirements

BD Management Server

= Intel Pentium compatible processor 1 GHZ (2 Ghz Multi Core recommended),

= 768 MB RAM (1,5GB recommended) for Windows XP and Windows 2003

= 1,5 GB (3 GB recommended) for Windows Vista, Windows 2008, Windows 7

= Windows 2000 SP4 / XP SP2 /2003 SP2 / Vista/ 2008 Server / SBS 2008 / 2008R2 / Windows 7

BD Management Console

= Intel Pentium compatible processor 1 GHz (1,6 GHz recommended), 512 MB RAM (1 GB recommended)
= Windows 2000 SP4 / XP SP2 /2003 SP2 / Vista/ 2008 Server / SBS 2008 / 2008R2 / Windows 7
= Internet Explorer 6.0(+), MMC 3.0(+)

BD Management Agent

= Intel Pentium compatible processor 1 GHz (1,6 GHz recommended)

= 512 MB for Windows 2000, Windows XP, Windows 2003

= 1GB (1,5 GB recommended) for Windows Vista, Windows 2008, Windows 7

= Windows 2000 SP4 / XP SP2 / XP Home Edition SP2 /2003 SP2 / Vista/ 2008 /2008R2/ SBS 2008 / Windows7
= Linux 2.4.x/2.6.x with glibc 2.3.1 and libstdc++5 from gcc 3.2.2 or newer

BD Business Client

= Intel Pentium compatible processor

= 256 MB RAM (512 recommended) for Windows 2000

= 512 MB RAM (1GB recommended) for Windows XP

= 1 GB RAM (1,5 GB recommended) for Windows Vista / 7

= Windows 2000 Professional SP4 / XP SP2 / XP Home Edition SP2 / Vista/ Windows 7

Copyright@bitdefender 2011 / www.bitdefender.com



Bitdefender Business Solutions
Server Security v3.5

Internal Use Only - Do Not Distribute



Slide 85
Copyright @ Bitdefender 2012

Bitdefender enterprisE

Server Security Solutions - Windows

Mail Server File Server Collaboration Server

3 —
-
x| @

Bitdefender Security for
Exchange

-

Bitdefender Security Bitdefender Security

Bitdefender Security for for File Servers for SharePoint
Mail Servers

a S X
Bitdefender Client Security
-:—.!‘ \1‘%> _-—_‘__,"

Workstation Workstation Workstation

Mobile
Workstation
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Bitdefender Security for Mail Servers (SMTP)

Antivirus

» Real-time scanning of attachments and
message bodies. = Designed for any mail server

running on a Windows platform.
Antispam

» |pmatch, RBL filter, White list, Black list,
Charset filter, URL filter, Heuristic and
LiveQuery filter.

= Directory Harvesting protection

Content Filtering

» Filters and blocks messages by subject

line, message body, sender or recipient. Protects the mailboxes against malware

. but not the whole server
Attachment Filtering

» Filters and blocks messages by
attachment size, name or extension.
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Bitdefender Security for Mail Servers (SMTP)

1. Inbound Emails ':__ | 2. Clean Emails

= Scan / Filtering policies by user groups

» Detailed Reports and Statistics

= Centralized Management Support
Integration with the Management Server of Bitdefender Client Security

=  Protects more mail servers

Bitdefender Security for Mail Servers can act as a multiple mail server proxy through
interfaces capable of filtering the traffic routed to different mail servers.
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Bitdefender Security for Exchange

Due to the VS-API technology,
» Real-time scanning of attachments and it seamlessly integrates with
message bodies the e-mail server, assuring
= On-demand scanning of the Exchange : ) .
mailboxes advanced f||t_er|ng of e-m_all
= Configurable VSAPI or SMTP scanning messages without affecting

server performance or e-mail

Antispam traffic.

» |ncorporates different filters like: Ipmatch, RBL
filter, White list, Black list, Charset filter, URL
filter, Heuristic and LiveQuery filter.

Content Filtering

Protects the mail storage folders
(mailboxes) against malware but not the
whole server

» Filters and blocks messages by subject line,
message body, sender or recipient.

Attachment Filtering

» Filters and blocks messages by attachment
size, name or extension.
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Bitdefender Security for Exchange

|| Inbound Emails

Bitdefender Scan Engine Clean Email Delivered

» Scan / Filtering policies by user groups

» Detailed Reports and Statistics

= Centralized Management Support
Integration with the Management Server of Bitdefender Client Security
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Mail Server Security Solutions

BD Security for Mail Servers (SMTP):

= Internet Explorer 6 or higher;

=  Windows 2000 SP4 + Update Rollup 1 / Windows 2003 SP1 Server /
Windows 2008

BD Security for Exchange:

= Internet Explorer 6 or higher;
= MS Exchange 2010
= MS Exchange 2007
= MS Exchange 2003

=  Windows 2000 SP4 + Update Rollup 1 for MS Exchange 2000 / Windows
2003 SP1 / Windows 2008
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Mail Server Security Solutions

Antispam Features

Allow/ " Sender
DenylP Black Directory 1P Rule White List RBL Multi URL  Signatures  NeuNet  LiveQuery

List List Harvesting Match Matched Blackjlist  Filter; Filter Filter Filter Filter Filter

..E& ey [* 'v‘_‘_’IJ" ‘; < nedier § 77

Fitered
TNESSAZTES

connection

Antispam Filtering

SPAM -

Reject 550

-t
Redirect to: spam @company.com

> 'l,l Tag: SPAM

Delete

Move to guarantine | Quarantine
o "|| Folder
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Bitdefender Security for File Servers

Solution implemented

. _ _ _ especially for file-sharing
= Antivirus, Antispyware, Antirootkit servers running on the

Protection Windows platform.

= On-Access & On-demand Scanner

Scans each accessed or copied file in real-time
with no impact upon file server performance.

Scans also inside archives, packed files, boot
sectors and registry.

» Scheduled Scan and Update Tasks
= Multithread Scanning

Requirements:

Multiple instances of the engines are used to
shorten the scanning process.

= Optimized Scanning

Centralized Management Support

Avoids scanning files known to be safe, therefore

. . . Integration with the Management Server
improving the scan speed and reducing the J J

of Bitdefender Client Security
system load.
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On-demand Scanning

Includes an on-demand scanning module which
provides the possibility to scan whole document
libraries or lists.

On-access Antivirus Protection on uploads and
downloads

Detects viruses in real-time when a user adds or
retrieves a document to/from a document library or
list.

Predefined or Personalized scanning profiles
Available for both on-access and on-demand scan
Scheduled Scan and Update Tasks

Multithread Scanning

Multiple instances of the engines are used to shorten

the scanning process.
Session based scan optimization

Reduces performance overhead by scanning files
once unless accessed again

Slide 93
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Bitdefender Security for SharePoint

= Seamlessly integrates with
Microsoft’s Virus Scanning API

Compatible with SharePoint
Portal Server 2003/2007 and
with Microsoft Windows

SharePoint Services v2.0/3.0

Protects the document libraries against
malware but not the whole server

Centralized Management Support

Integration with the Management Server of
Bitdefender Client Security
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Bitdefender Business Solutions — Linux

Mail Server File Server Collaboration Server

s

Bitdefender Security for Bitdefender Security
Mail Servers (Linux) for Samba

Bitdefender Antivirus Scanner for Unices

Workstation Workstation Workstation Mobile Workstation
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Bitdefender Security for Mail Servers (Linux)

AT = Compatible with almost every

= Real-time scanning of attachments and Linux distribution that is not
message bodies, without slowing down e- older than 3-4 years (including
mail traffic. RHEL, Novell Linux, Mandriva,

Slackware)
Supports FreeBSD and
OpenSolaris

Antispam

» |pmatch, RBL Filter, White list, Black list,
Charset Filter, URL Filter, Heuristic &
LiveQuery Filter.

Dedicated software agents for
SendMail, Communigate PRO,
Qmail, Postfix, Courier

Content Filtering

» Filters and blocks messages by subject
line, message body, sender or recipient.

Attachment Filtering

» Web-based Interface (Radmin)

* Filters and  blocks messages by = BDSAFE-tool for command line
attachment size, name or extension. configurations
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Bitdefender Security for Samba

.
Provides protection for

= Antivirus, Antispyware, Antirootkit Protection network users by scanning
= Real-time & On-Demand Scanner guaa:cgc;essed e o Selds
Scans each accessed or copied file in real-time
with no impact upon file server performance. Due to Samba's flexibility, the
Scans also inside archives, packed files. open source Bitdefender vfs
module can be compiled
" Share-Management against any Samba version,
Create different scan policies for the shares making the product the best
protected by Bitdefender choice for your favorite Linux
distribution or FreeBSD
" BDSAFE branch.

A small, yet powerful tool designed for post-
install configuration and administration tasks.
Fully scriptable, it is also easy to use for
common tasks, and easier to integrate in a set of
scripts and tools based on it.

P y

-| &
"

]
/

= Remote Administration Interface

Flexible and friendly interface based on webmin,
accessible from anywhere.
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Technical Support and Professional Services

Trained in-depth on Bitdefender’s Business Security solutions, as well
as third-party technologies, our antivirus support experts are committed
to being responsive to partners and customers needs and to providing
them with the highest level of technical support.

More details about Bitdefender’s technical support and professional
services can be found in the following files:

Business_Support_ SVE_Technical_Su
Datasheet pport_Packages
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