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Bitdefender at-a-glance "

Bitdefender

The #1 Anti-malware security technology in the world
= #1 rating from top independent magazines in the US, UK, and Germany!

= Top security vendors: IBM, F-Secure, G-Data, Qihoo
= Only security company to receive 24 VB Antispam awards in a row.
» Bitdefender protects more than 500+ million people worldwide.
* Nine international sales offices — 600 employees worldwide.
= 250+ engineers in R&D team.
= Dedicated OEM engineers, sales, marketing, and support.

= US OEM headquarters. Remote OEM offices in Asia and Europe.

= 100+ OEM partners and growing.
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Over A Decade of Innovations "

Bitdefender

«  First antivirus worldwide to offer intelligent updating

«  First antivirus product to include an application firewall

«  MIDAS (Malware Intrusion Detection Advanced System)- wins IST, “revolutionize antivirus design”
« BitDefender to release the first ever commercial antivirus for the Linux Samba 3 servers.

« BitDefender to release its proprietary Antispam technology.

« BitDefender to release the hourly update system

« BitDefender introduces B-HAVE (Behavioral Heuristic Analyzer in Virtual Environments)

« Spam Image Filter an important step in the combating of the new spamming techniques.

« BitDefender® Active Virus Control detects and blocks new viruses in real time, on a live system.
« BitdefenderStreamdefender high performance networks scanning at gigabit speeds.

« Bitdefender QuickScan — 60 second scan to determine whether your computer is infected!

- Bitdefender TrafficLight — browser based application blocks malware and phishing attempts

« BitdefenderSafego - protects Facebook and Twitter users from spam, phishing, privacy threats.
« Bitdefender Mobile SDKs and Rebranding products provides users mobile protection

« Android Web Security SDK protects mobile users from web attacks.
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Awards and Certifications "

Bitdefender

\4/

4 propuct oF
N} THE YEAR
. 2012

PCMAG.COM

'3 )
f7 BEST N\
\/ ANTIVIRUS

Y2013,/ Fkdedok
s 2012.08

westcoast labs

EDITORS’
CHOICE

Checkmark

CERTIFIED

www.|CSALabs.com

C Antiviras ) virusbtn.com

¢sTBy,  TESTSIEGER

ng'd which GUT (2,3)

TOPF TEMN

Protection ?
4Award‘o \% o which.co S &
REVIEWS

» A5 !I";;l':;nhaiu.piuu
Y Software A" st cuschciadeicid

i)
L PR

A

PC ADVISOR T

</ expert
Our Rating: % %% o

Our Rating Y g Y T W January 2013 The Verdict: 9.5/10 b

November 2012 July 2012

Copyright@Bitdefender 4/26/2013 - bitdefender.com/oem



What People Say About Mobile App.... "

Bitdefender

Yoyoioioe Mido — October 31, 2011
Strong AV The Best Antivirus. Great App

Teaming up with BitDefender has allowed us to
look at new and innovative ways to provide
strong value to our customers.

Smith Micro Software

Zauth.co.uk, UK Tech Blog

It took less than 30 seconds to
complete a scan on my phone....| was
impressed at how little time it took to
zoom through all of the apps which |

have installed on my phone...
John Thompson - July 7, 2011

Yook Roy — October 27, 2011
Bitdefender is a great AV program. | love
that it has real- tlme internet protection.

Fad A f
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Yoioiior Leo — October 24, 2011
Bitdefender Love IT!

My Daily Software

...0One of their best product is Bitdefender
Mobile Security , it is one of the most used
mobile security solutions in the world. If
you are an Android device user, Bitdefender
Mobile Security is the right choice for your
security solution.

Echizen Maru — May 26, 2011




Security Landscape

/ SNAPSHOT OF

— BASIC SECURITY TIPS —

other phone-locking
-

Only download apps
from trusted sources security app

i

Double-check the permissions newly
installed apps are seeking
Most abused permissions.

A

ANDROID THREATS

———— FASTFACTS ——————

Use a password or Disable the Wi-Fi
autoconnect option

Invest in a reliable

\

Android Malware®| 34%+= &
SX¥7r0 Q&L L

y
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Bitdefender

Android malware 1,410% =7}.
Android device 5,1902F 7.

mobile devicesE &
threats, malicious URLs, phlshmg sites LSS
=2 3.5 719 {0 .

Facebook A2 X}O| 33%+= mobile device=
ArESH0] %

off &gt &~ Q= Facebook

_I .

g2 HO|HE

Android Security Risks Found

The Android is not as secure as many would think. The amount of defects fo

e . 2CCOrding to the report by Coverity (Software Integrity Blog). More than 25% |

As seen in recent blog postings, Android malware is on the rise. Android.Pjapps is another example of a Trojan
with back door capabilities that targets Android devices. As seen with previous Android threats, it is spreading

L

Android threats are becoming increasingly prevalent,
Symantec warns, with one notable piece of malware
hiding in a Steamy Window app.
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Android Malware on the Rise Bitdefender
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Bitdefender

« Data Stealers: AFEXIO| K3} 7|0 A
AOIHEHZE XA &8 SE2EE ™A
M| O},

L-_ O Hd

Protect Your Android Devices From...

 Premium Service Abuser: AFEX}9]
QISO|LE AAEX =l 8=l T[S
Z2|0[Q MHE[A0 7 RA| L.
(Z2|0ld 25 &)

 Click Fraudster: pay-per-click 22}¢l
g5 Soff 2HtE 7|7 SNMESLILL

« Malicious Downloader: Zt & =l

Zauth.co.uk, UK Tech Blog El H|'O| ﬁO'” EE Ef% malwa re l—|— Clll-AO-I
By John Thompson July 7, 2011 =] ?:H % El._E_EEE‘;I;II- |__| |:|..

It took less than 30 seconds to complete a

scan on my phone....I was impressed at how | e Spying Tools: GPS datag _7|<_I_-II '(')‘l.[H :]_Zd%

little time it took to zoom through all of the

apps which | have installed on my phone... X-” 3X|_O'” 7-” I|_-| g_'o;l- L‘l El_-
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PC Security Labs August 2012 Results Bitdefender

PCSL Test Results
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AV Comparatives Mobile Tests -~

Bltdefender

A 98 - 100%
- 93 -98%
88 - 93%
| 80 - 88%
Ml 0 - 80%
September 2012
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Security Breaches By Attack Type and Impact

2011 Sampling of Security Breaches by Attack Type, Time and Impact

conjectura of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type
SQL Injection
URL Tampering
Spear Phishing

SecurelD

B Gary RSA

Size of circle estimates relative impact of

breach in terms of cost to business
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General MDM Architecture

Bitdefender
DMZ :
Windows 32 DBA Repository
Smart Phone File System
Directories
Palm ‘=° ‘='
S S Databases
Blackberry @ @
e e MDM Servers
Tablet PC
_ lIs Servers
Windows CE/PPC
_ Administrative
Symbian Console
Device Management { Security Management W File Synchronization
Software Manager Configuration Manager Backup Manager
Inventory Manager Data Security Manager Session Manager
License Manager Patch Manager Document Manager
Backup Manager Software Manager
Configuration Manager
Session Manager
Remote Control Manager
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MDM Application and Content Security Issues Bitdefender

« Blacklisting application= A& BigSIH O|2{gt AlH|A =
A7|E etz o @& L
« Whitelisting application= &
« VPN transit §|O|EBt= &
HOIHE 8M7I= A= Y
+ A pass code= C|HIO|AE
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o E
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Bitdefender SDKs and/or Rebranding Solutions "

 Content Protection Bitdefender
. icati ' Private

Application Protection e Application Downloads
 Lost/Stolen Phone Clou

Malicious Ke App
Applications g Stores

Malware Free Zone
Antivirus
SDK

Malware Free Zone

b Google play

Malware Free Content Downloads

Apps and Content

Malicious documents,

Malicious files, and attachments

Applications
and Content

Remote Features

Malware Free Zone Malware Free Zone
’V';’bl'('e o Antitheft * Locator
O or sok | <) * Lockout
Rebrand .
Malware Free Zone Malware Free Zone * Wipe
* Messaging
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Bitdefender

How it Works

Scans Content
and Applications

Bitdefender Mobile

i Malicious content

i Sola L ™ and applications

Pay Bills Credit Cards
Transfer Funds P2P Transactions
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How 1t Works Bitdefender

Malicious content
and applications

Scans Content
and Applications

. '4.:\; T‘w_of; 4
|

Bitdefender Mobile

€

7

Pay Bills Credit Cards
_— Transfer Funds P2P Transactions
/IAN\K\

(111
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How it Works ——

Bitdefender

Malicious content
and applications

> Scans Content
o and Applications

b

=~

Bitdefender Mobile

x

Alert App Store

i

= =
T
L

Uninstall
Application

| Request information
Pay Bills
Transfer Funds
Credit Cards
P2P Transactions
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How it Works -~

Bitdefender

Pay Bills
Transfer Funds . .
Send or request information B|tdefender MOblle

%ANN_
Credit Cards ' ‘
P2P Transactions ]W < | Malware Free Zone

Malicious content
and applications

Scans Content
and Applications

1l
4

-
Wi
o
\
z

Uninstall
Application

Mount storage or
transfer data

Alert
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Bitdefender Mobile Security

Keep safe

Bitdefender Mobile Security= A £-& in-the-cloud antivirus
services AbESI0] GO QIHUI HMS SIHO 2 HdiH oy
T2 0| MX|E/E HS THof FLCk

- A= "1

Keep control
MyBitdefender2 £ X| T4 O{C|0f QUE THAIO| ClHIO|AZ &S
7= U ot ZHOILE B Al JAFNM Fa & = A5 L

Keep informed
AXE T2 -0 53 2g{E IEr B|tdefender Mobile
Securityg O Z 27340

H

I:I
Nuo| HRGHR|, To HEHTE B FH5H0| XIS

o AN L—
HOoFL L
Keep going
HIE 2| AFR S XA R 17| {5} scanning process= Q2 5t
F0f| ok Tt
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Bitdefender

Best

Yedededede by Vlad— Oct 7, 2011

Lookout sent me an email. | said | quit them
because there is a better app with no
battery impact.




BitDefender Mobile "

Bitdefender

= ullfz 11:46

Mobile and Tablet Security

Bitdefender Mobile Security PREMIUM

" On-install Antivirus Scanning Your device is safe

Last scanned: 1 minute ago

=" On-demand Antivirus Scanning

= Web Security

= Anti-Theft D

Malware Scanner Application Audit
= Application Audit ‘@ ﬁ
o Web Securit Anti-Theft
= Event Viewer REN,
= Low Power Consumption ks

= Always up-to-date

Great

Yoirioiod by Kevin — Oct 19, 2011

ATRIX. Runs great, no impact on battery or
performance. Beta ends soon, | will buy.
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Antivirus Scanner Bitdefender

A = ullz 11:44

ON-INSTALL SCANNING O watwaro scanner ?

Bitdefender Mobile Security=

ClHO| A0 ==2280] 2X|&[7] M
st ATHLS o) AF L THRSH
C|HFO| AV} B2 &ff ZL|C}

O

Press "Start Scanning" to scan all the

ON-DEMAND SCANNING T e

malware is found, it will be listed

HHE 7712 22t SEf7}
o=l L7t IFCHEHE, AKXt e on- kil i
demand scans £l 2= app=0| connected to.a computer of replaced.
CrHEsSta Mot X| & geled +

A& L CF.

Great Application
by MonSour — Oct 5, 28\52

Excellent at what it says it will do. Light on the battery
and is very efficient. Bitdefender has always been good
for the PC’s and now for the mobile Android phones.
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Web Security Bitdefender
Bitdefender Mobile Security= Bitdefender Prbetender Hoble securty
cloud SGI’VICG% A|--9-'c'>'|-OI| malware The page you are trying to view is
phlshmg =02 L= B /U= not safe

2 m|o|X|of CHsl e{ EZ Lt Cloud
7|8to] MH|A = ofzgljet & FO Elyl¥sie]
& o0| Aot

A H
° _7IC_| AI_| (I)=|'| |:-I| O | E EI_| protectiOn A infected object has been detected on this

page. Access from your browser has been
blocked, pending your decision.

URL: http://www.file-joiner.com/

A OFE I signature database
& E” Ol E 7|_ 'LLI-Q— HAH L‘l I:l_ Take me back to safety

« QX ELT71EQ QUSL|CH I understand the risks, take me there anyway
* SIEQO17} FUHE = EHe Qs
e resources =72 9 9I&L|CH

» 7|= Q=0 =rt=2 He USLICH
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Anti-Theft

MyBitdefender= &AM 7|7| 5 &t
QXA StALE 25 ot s = T2l £

A = UAEE of ZHEY 7|75
&g 2Elg = U=E of EELCL

MyBitdefender H 0| 2HY 7|7|E
57| 2 St LYot 7| s55 A

+ AL
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Bitdefender

=l B 13:25
Bitdefender Mobile Security

ﬁ Anti-Theft

No user logged in!

Login

Geolocation: OFF

Wipe: OFF

The anti-theft feature provides you with
options to remotely wipe your phone and to
make it transmit its location. These can be
accessed from the BitDefender MyAccount
interface.



Application Audit

Bitdefender Mobile Security= 2
S22 189| permission 83
M2E0 et 7|5 = QAE% ot
OffH Z=120| QIEHUIO|Lr = RIZot
GIOJE{(H A, HAIX], 28 &,
AN EER=XE EQHEEL L

£, Oft St ALEQ 0|7t H|& HTE
MR E & 2 AFLICH
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Bitdefender
e = all = 11:47

Application Audit

WoW Screenshots

_ Fleya

= Asphalt 5

Samsung Installer Utility




Other Features Very Good app! Bitdefender

by Daniel-Claudiu— Oct 15, 2011
It has no battery impact.

EVENT VIEWER

%%3,_; arctions, status changes, HA|X| S FET £ A 2O
CelL|C
S———— .

ENGINEERED FOR MOBILITY

XM 3= cannmg processes= “'R%F [[H OF protectlonE X250
AHel AFE = Z[A361 0 HiEE| =32 s EELICL

ALWAYS UP-TO-DATE

Bitdefender= 2 T2 02 = 7,:,FX|6}',:|:| 0] local virus
definition0j| 9I§6+ RS L CH CHAO, 2E 38 ZE28 =
2015 =0| O Bitdefender in-the-cloud antivirus service=
MR3PO4 jH)\|01I g oot GO O|EF oFX| Xof| e-threatsg K| =
20| Q== of SRLCH
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Remote Features

1. 947 Cluio|A &2
2. C|HFO|A %t7|

3. dHE ALK

4. HA|X| £LH7|
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Lock my device

Enter numeric pin:
Enter this code on your device to
unlock it

Play sound Alarm [ Mext |

Bitdefender

| 4F

e ]

Oct 5, 2011 17:13:30 --- The "Wipe" function is turned off on the devi(
Oct 5, 2011 17:18:10 --- Bulewvardul Iuliu Maniu, Bucharest, Romania
Oct 5, 2011 16:50:03 --- Lock OK

Renault Romania /
West Gate corp H1

Cladirea H1

Terms of Use

Ot 5 2011 1A:47:76 === Alart OK
CLaele
< Encsson GSDC

Send message or play sound

Type in the message:

Hey stranger! If you found this phone, please get in
touch with me either via e-mail at
innocent@example.com or via phone at 888-888-
888. If you're a good and honest person I know
you'll do the right thing. Thank you

PS: I'm a really cute girl too

Alert my device

Play sound Alarm

\\_____/

Enicsson GSDC

ia |
H1

Cladirea H1

rm

Oct 5, 2011 17:13:30 --- The "Wipe" function is turned off on the device
Oct 5, 2011 17:18:10 --- Bulevardul Iuliu Maniu, Bucharest, Romania

Oct 5, 2011 16:50:03 --- Lock OK
Oct 5, 2011 16:47:26 --- Alert OK

s turned off on the device
u, Bucharest, Romania
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More Info Bitdefender

Please visit: http://m.bitdefender.com

Bitdefender Mobile Security

HOME

< ol 5 1202

BitDefender Mobile Security

Your device is safe
Last scan: jun 20, 2011 12:02:11 PM

Keeps your Android device safe
on the move

Keep safe

Bitdefender Mobile Security uses the new in-the-cloud antivirus
services to efficiently secure your hrowsing experience and prevent
malicious applications from being installed.

Malware Scanner

Security Audit

Keep control
Locate your device anywhere in the world with MyBitdefender and

Web Security wipe it remotely in case of theft or loss.

Event Viewer Kasp informed ;

EVENLVEWE . o/”  Keep yourselfinformed on the behavior of your installed applications.
B y 3 Bitdefender Mobile Security will show you which programs require

Internet connection, access to private data or could charge your bill.

Keep going 2 :
The scanning process is only initiated when needed, reducing the
battery consumption to a minimum,
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Thank You!

Awake



